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 Research Problem 
China now has the World’s largest Internet population (25% of users Worldwide, over twice as large as 

the second largest user, the US).   This critical mass has encouraged a proliferation of Chinese character 

based sites, domains and passwords.  With the global growth of privacy and security threats to 

computer based assets, and the expanding role of cybersecurity, it is important to assess the pivotal role 

of passwords – particularly human-generated passwords which are the most common first-line security 

measure in most systems.   There are reasons to believe that individual choice behavior in constructing 

passwords differs substantially between Chinese users using Chinese characters versus Western users 

using alphabetic characters.    

The purpose of this research is to determine whether such differences can be observed and quantified 

in password datasets.   We look at a commercial dataset of 30 million Hanzi-alphanumeric based 

passwords used by 12 Chinese companies, comparing their entropy statistics to a baseline dataset of 3 

million alphabetic based passwords from U.S. companies.   

The research is divided into X parts.  The second section reviews prior psychological research in the 

mental processing of information represented in Chinese characters versus alphabetic character systems.  

The third section reviews metrics of password strength, and constructs the current research metric of 

password strength in Hanzi-alphanumeric based passwords, and its counterpart for the baseline 

Western alphanumeric based passwords used by U.S. companies.  The fourth section presents our 

research findings, and the final section our conclusions, discussion and plans for future research.    

Human-generated passwords 
People are notoriously remiss at in producing satisfactory passwords – i.e. ones that cannot be 

compromised through computation or social engineering.   Human failings in this regard are so profound 

that stage magicians exploit this inability for amusement, by divining supposed random choices of words 

from an audience.   Numbers are often biased by scaling effects – a factor at the basis of Benford’s Law 

distributions of numbers.   Burnett (Burnett 2005) reviewed more than 3 million eight-character 

passwords, the letter "e" was used over 1.5 million times, while the letter "f" was only used 250,000 

times. A uniform distribution would have had each character being used about 900,000 times. The most 

common number used is "1" (as Benford’s Law would suggest) whereas the most common letters are a, 

e, o, and r.  In the West, users rarely make full use of larger characters sets in forming passwords. 

Security expert Bruce Schneier (Schneier 2006) reviewed hacking results obtained from a MySpace 



phishing scheme in 2006 which revealed 34,000 passwords, of which only 8.3% used mixed case, 

numbers, and symbols. 

In practice passwords must be convenient for the end userbut strong enough for their intended purpose. 

Passwords that are too difficult to remember will be forgotten and so are more likely to be written on 

paper, which for example (Allan 2004) considered a security risk counterbalanced by the fact that 

forcing users to remember passwords without assistance can only accommodate weak passwords.  

Schneier (Schneier 2005) notes that most people are good at securing their wallets or purses, which is a 

"great place" to store a written password. 

 

Character sets and East vs. West thought patterns 
One chapter in Malcolm Gladwell’s widely read and influential book Outliers (Gladwell 2008) is titled 

"Rice Paddies and Math Tests" and deals with the difference in thought processing with Chinese and 

Western character sets. Here’s an excerpt: 

“Take a look at the following list of numbers: 4, 8, 5, 3, 9, 7, 6. Read them out loud. Now look 

away and spend twenty seconds memorizing that sequence before saying them out loud again. 

If you speak English, you have about a 50 percent chance of remembering that sequence 

perfectly If you're Chinese, though, you're almost certain to get it right every time. Why is that?  

Because as human beings we store digits in a memory loop that runs for about two seconds. We 

most easily memorize whatever we can say or read within that two second span. And Chinese 

speakers get that list of numbers—4,8,5,3,9,7,6—right every time because—unlike English 

speakers—their language allows them to fit all those seven numbers into two seconds.” 

In the Chinese language, numbers are shorter, allowing Chinese people to both speak and remember 

those numbers in two seconds – a fraction of the time it takesWesterners to remember that same 

sequence of numbers.   Gladwell draws from the work of Dehaene (Dehaene 2011) who explains: 

“Chinese number words are remarkably brief. Most of them can be uttered in less than one-

quarter of a second (for instance, 4 is 四 si and 7 is 七 qi)。 Their English equivalents—"four" 

and "seven"—are longer: pronouncing them takes about one-third of a second. The memory 

gap between English and Chinese apparently is entirely due to this difference in length. In 

languages as diverse as Welsh, Arabic, Chinese, English and Hebrew, there is a reproducible 

correlation between the time required to pronounce numbers in a given language and the 

memory span of its speakers. In this domain, the prize for efficacy goes to the Cantonese dialect 

of Chinese, whose brevity grants residents of Hong Kong a rocketing memory span of about 10 

digits。“ 

Fuson (Fuson 1988) analyzed in depth the cognitive differences in number-naming systems in Western 

and Asian languages. These differences mean that Asian children learn to count much faster. Four year 

old Chinese children can count, on average, up to forty. American children, at that age, can only count to 

fifteen, and don't reach forty until they're five: by the age of five, in other words, American children are 



already a year behind their Asian counterparts in the most fundamental of math skills.   Fuson 

comments that the Asian system is transparent; instead of relying on rote learning, there is a pattern to 

figure out.  This same transparency and logic extend to Asian notational systems in general, and no 

doubt play a fundamental role in the construction of passwords – and the differences in Western and 

Eastern behavior in passwords. 

Entropy as a measure of password strength 
It is usual in the computer industry – instead of the number of guesses needed to find the password 

with certainty – to specify password strength in terms of entropy, measured in bits.  For example,  a 

password with 13 bits of strength would require 213 attempts to exhaust all possibilities during a brute 

force search. Thus, adding one bit of entropy to a password doubles the number of guesses required, 

which makes an attacker's task twice as difficult. Random passwords consist of a string of symbols of 

specified length taken from some set of symbols using a random selection process in which each symbol 

is equally likely to be selected. The symbols can be individual characters from a character set (e.g., the 

ASCII character set), syllables designed to form pronounceable passwords, or words from a word list. 

The strength of random passwords depends on the actual entropy of the underlying number generator. 

 

Figure 1: Password Entropy and Character Set Size 

For passwords generated by a process that randomly selects a string of symbols of length   from a set of 

  possible symbols, the number of possible passwords        The strength of a random password as 

measured by the information entropy is just the base-2 logarithm of the number of possible passwords, 

assuming each symbol in the password is produced independently.  A random password's information 
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               where   is measured in bits.  Security improves 

by the natural logarithm of the size of the character set, as shown in figure 1.  

Review of figure one shows that a Chinese character set of around 6000 characters should provide 

around twice the entropy of an ASCII character set of 128 characters (in practice, alphanumeric 

passwords are limited to around 60 characters  -- alphabetic lower case, capitals, numbers and a few 

symbols.   

ENTROPY PER SYMBOL FOR DIFFERENT SYMBOL SETS 

Symbol set Symbol 
count N 

Entropy per 
symbol H 

Arabic numerals (0–9) (e.g. PIN) 10 3.322 bits 

hexadecimal numerals (0–9 A-F) (e.g. WEP keys) 16 4.000 bits 

Case insensitive Latin alphabet (a-z or A-Z) 26 4.700 bits 

Case insensitive alphanumeric (a-z or A-Z 0–9) 36 5.170 bits 

Case sensitive Latin alphabet (a-z A-Z) 52 5.700 bits 

Case sensitive alphanumeric (a-z A-Z 0–9) 62 5.954 bits 

All ASCII printable characters 95 6.570 bits 

All extended ASCII printable characters 218 7.768 bits 

Diceware word list 7776 12.925 bits 
 

The National Institute for Standards Testing  (Guideline 2006) provided shortcuts to determining 

password strength, but these have been shown to be too simplistic to be practical by (Weir, Aggarwal et 

al. 2010; Kelley, Komanduri et al. 2011; Komanduri, Shay et al. 2011; Bonneau 2012).   The conclusion is 

that a complete review of password construction over an entire population of users is needed to 

properly assess the adequacy of a particular population of passwords.   

The remainder of this paper will be dedicated to assessing the adequacy (in entropy  ) of two sets: 

1. the Chinese character set IDs (measured in bits of entropy) in our sample of 30 million 

passwords; and  

2. the Chinese character set passwords (measured in bits of entropy) in our sample of 30 million 

passwords. 

The reason for including IDs is that these use the full set of Chinese characters, whereas the passwords 

seem to only use alphanumeric characters; IDs could be seen as a full-set alternative for use as 

passwords, and provide valuable information on user behavior.   The maximum length of either in the 

data set is 15, and that is set as the default word length.   These will be compared to two baseline 

models: 

1. A population of maximum entropy              Chinese character set passwords  

(  188.2612) 



2. A population of maximum entropy            Western alphanumeric character set 

passwords  (   88.6034) 

Dataset Password Entropy 

Since   
 

   
     , we see that entropy can be assessed on the individual positions and then 

summed.  The following guide to human construction is assumed (this makes the most conservative 

assumptions about choice sets): 

1. The first position is always alphabetic, chosen from         upper and lower case letters 

(         ) 

2. If a position in an actual password is alphanumeric, it is assumed to be chosen from       

     numeric plus upper and lower case letters (           ) 

3. If a position in an actual password is a Chinese character, it is assumed to be chosen from 

      characters plus numeric plus upper and lower case alphabetic letters  (           ) 

4. If a position in an actual password is blank, it is assumed to be chosen from   option of choosing 

a blank (   ) 

5. We assume that special characters are not an option 

*** THIS IS WHERE YOU MAY WANT TO ADD MORE OPTIONS, FOR WORD LISTS OR OBVIOUS PATTERNS LIKE 123456789;  

I LEAVE THIS UP TO YOU**** 

Here is an example for statistical calculations for a portion of your sample 

User ID ID Entropy PW PW Entropy 

511838301@qq.com                                   snow99999            53.334 huangyan99999        77.151 

knave@tianya.cn                                    knaveknave           59.288 99021310 47.380 

xuchen1308@163.com                                 夏天的橙子 2009            86.571 123456789 53.334 

haiyangdream123@163.com                            yang6321522          65.242 6321522 41.426 

xiuyuzhang@sina.com                                花瓣雨飘飞                29.771 lelexyz              41.426 

Mean Entropy  58.841  52.143 

Std Dev Entropy  20.527  14.826 

 

Note that the entropies are quite low in comparison to the benchmarks.  There are obvious reasons for 

this, and I am open to including these in the algorithm. 

 

References 
Allan, A. (2004). "Passwords are near the breaking point." Gartner Research Note 12. 

Bonneau, J. (2012). Statistical metrics for individual password strength. 

Burnett, M. (2005). Perfect passwords: selection, protection, authentication, Syngress Publishing. 



Dehaene, S. (2011). The number sense: How the mind creates mathematics, Oxford Univ Pr. 

Fuson, K. C. (1988). Children's counting and concepts of number, Springer-Verlag Publishing. 

Gladwell, M. (2008). Outliers: The story of success, Little, Brown and Company. 

Guideline, N. E. A. (2006). NIST Special Publication 800-63 Version 1.0. 2, April. 

Kelley, P., S. Komanduri, et al. (2011). "Guess again (and again and again): Measuring password strength 
by simulating password-cracking algorithms (CMU-CyLab-11-008)." 

Komanduri, S., R. Shay, et al. (2011). Of passwords and people: Measuring the effect of password-
composition policies, ACM. 

Schneier, B. (2005). Write down your password, June. 

Schneier, B. (2006). "MySpace Passwords aren't so Dumb." Wired, Dec. 

Weir, M., S. Aggarwal, et al. (2010). Testing metrics for password creation policies by attacking large sets 
of revealed passwords, ACM. 

 

 

 


