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ABSTRACT 

Between December 21 and 25, 2011, hackers released more than 

100 million users’ account information, from China’s most 

popular websites, including usernames, passwords, and emails. As 

user passwords were not encrypted, the online security crisis has 

caused prevailing panic among many Internet users in China. On 

the other hand, this online security disaster also provides 

researchers priceless data with which to study users’ password 

patterns, especially when comparing those patterns across various 

relevant websites. Lessons thusly learned can help Chinese online 

service providers improve their service security in the future. This 

paper reports the findings from the exploratory study of the 

datasets from the affected websites with more than 60 million 

records, including (1) users might choose less secure passwords 

for their convenience and ease of memorization, though their 

primary concern is online security; (2) for the same reasons, 

password reuse is common, as users tend to use the same 

passwords for multiple online accounts; and (3) passwords usually 

contain common words, or personal information, such as 

birthdays and family member names.   

Categories and Subject Descriptors 

D.4.6 Security and Protection 

General Terms 

Management, Measurement, Experimentation, Security, Legal 

Aspects. 

Keywords 

Password security, hacker, electronic commerce, cultural issues. 

1. INTRODUCTION 
In 2011, a huge cache of personal data from China’s most 

popular websites leaked onto the Internet. Between December 21 

and 25, hackers released more than 100 million users’ account 

information, including usernames, passwords, and emails [13]. 

Victims included users in the IT professional, social networking, 

gaming, and bulletin board communities. As user passwords were 

not encrypted, the online security crisis has caused prevailing 

panic among many Internet users in China, worrying that more 

Chinese websites may have been hacked, with additional personal 

information at risk. On the other hand, this online security disaster 

also provides researchers priceless data with which to study users’ 

password patterns, especially when comparing those patterns 

across various relevant websites. Lessons thusly learned can help 

Chinese online service providers improve their service security in 

the future.  

A password is a secret string of characters used to 

authenticate a user’s identity before he/she gains access to an 

account. It remains the most popular and convenient online 

security mechanism for access control. Several studies have 

explored how people use, memorize, and manage passwords, and 

important findings so far include the following: (1) users might 

choose less secure passwords for their convenience and ease of 

memorization, though their primary concern is online security 

[10]; (2) for the same reasons, password reuse is common, as 

users tend to use the same passwords for multiple online accounts 

[5]; and (3) passwords usually contain common words, such as 

―password‖ or ―iloveyou‖ [7], or personal information, such as 

birthdays and family member names [1].  

Those findings offer valuable insights into users’ password 

generating habits; however, nearly all of these studies were 

conducted via surveys, interviews, or experiments. As such, these 

studies have the following deficiencies: (a) participants were 

investigated via self-reporting that may not reflect the real-life 

situation; (b) results cannot be generalized, because participants 

selected for interviews, surveys, and experiments were from 

specific groups (e.g., students, or employees of one company); (c) 

sample size was too small; and (d) subjects involved were mainly 

based in western countries, so that the influence of culture was 

overlooked. 

After acquiring the stolen user data from this massive 

information leak, we set out to answer the following questions: 

1. What similarities and differences exist in password 

characteristics between users in China and users in western 

countries? 

2. What password characteristic similarities and differences 

are exhibited among companies in the study? 

3. What patterns are revealed by comparing the same 

users’ passwords across different websites?  

4. What suggestions are appropriate based on the results of 

the first three questions? 



2. The Datasets – Over 60 Million Available 

Records 
Datasets included four leading online companies offering 

various Internet-based services in China. In order to protect 

individual users’ privacy, the authors used Company A (Bulletin 

Board System, BBS hereafter), Company B (IT oriented 

community, IT hereafter), Company C (Free online gaming, 

GAME hereafter), and Company D (Social networking, SN 

hereafter) to represent these four companies. The raw datasets 

contained around 60 million mainly Chinese users.  

Information in the datasets included user IDs, passwords, and 

emails, with two of the companies utilizing email addresses as user 

IDs. The datasets were preprocessed by removing the following 

noisy records: (1) records containing null values in user IDs or 

passwords; (2) records containing incomplete email addresses 

(without ―@‖ or without a mail server name); (3) records 

containing artificial email addresses, such as user@BBS_name.net 

and idreg@BBS_name.cn . The cleansed datasets contained 

28,988,172 records from Company A, 6,426,512 records from 

Company B, 8,764,048 records from Company C, and 3,309,572 

records from Company D. 

3. Common Password Characteristics 

3.1 Password Informativeness  
―Informativeness‖ is a major characteristic of password 

protection strength. Company A was selected for general 

descriptive analysis for the following reasons: (1) Company A is a 

popular BBS website in China with the largest of the four 

company datasets; (2) Company A’s dataset contained users from 

a broad range of user types in Chinese society, meaning it is more 

representative of online users in China; and (3) the dataset 

contained all the same attributes as the other three datasets, 

making its analytic results more comparative to those from other 

datasets. 

  

Figure 1 Company A Password Length Distribution 

Currently, setting up an account on these companies’ 

websites requires a minimum password length of 6 digits, except 

for Company B (5 digits). Figure 1 shows the password length 

distribution of Company A. Based on the results, around 66% 

Company A users chose a password length between six and eight 

digits, six-digit (33.9%) and eight-digit (18.2%) being the most 

common. Only 12.4% of Company A users chose a password 

length greater than 10 digits. Around 1.7% Company A users’ 

password lengths were lower than 6-digits, because these accounts 

were created before the minimum password length requirement 

was enforced. 

The average password lengths for companies A, C, and D 

users are 7.94, 7.96, and 7.80 respectively, while the average 

password length of Company B users is 9.46. The results indicate 

that IT professionals have a better sense of password security, 

since Company B passwords have a lower (5-digit) length 

requirement.   

Further analysis was conducted on passwords longer than 10 

digits, based on the dataset from Company A. The most common 

long password constitutions for Company A were as follows: 

• Name initials in Pinyin + ID numbers, for example: 

ch31011019700420002 

• Full name in Pinyin + phone numbers, for example: 

weiyufa13620900000 

• English name + birthday, for example: 

kareenlai_19860324 

• Full email address, for example: alibaba3534@163.com 

• Pinyin of words/a sentence, for example: 

woailaopohexiaozhu (I love my wife ***) 

These long passwords are relatively easier to crack if a hacker 

knows the user’s personal information.  

 

Figure 2a Password Constitutions of Company A  

 

 

   

Figure 2b Password Constitutions of MySpace 



3.2 Password Constitutions 
In addition to length, constitution is another important 

attribute of password strength. The characters in the ASCII 

character set on a standard US English keyboard include 26 letters 

(lower or higher case), 10 digits, and 33 non-alphanumeric 

symbols (e.g., space, punctuation, grouping, etc.). The length and 

combination from 95 ASCII characters jointly determine the 

strength of a password. Figure 2 shows password constitutions of 

Company A users and compares the results with MySpace users 

[10].  

Both Company A and MySpace have around 10 percent 

users-defined, letters-only passwords. However, 63.8% of the 

Company A passwords are numbers only. The percentage is much 

higher than for MySpace users (1.3%). Only 24% of Company A 

passwords are alphanumeric, which is much lower than for 

MySpace users (81%). In addition, more MySpace users (8.3%) 

than Company A users (1.9%) defined non-alphanumeric 

passwords.  

On average, Company A passwords consist of 2 letters and 6 

numbers. In addition, around 80% of its alphanumeric passwords 

are Letters-Numbers or Numbers-Letters, and do not intermix the 

letters with the numbers. 

Companies C and D contain similar password constitutions 

to Company A. Again, Company B users have higher sense of 

security with 41.4% of users using alphanumeric passwords. In 

summary, excepting IT professionals, general users in China do 

not have the same sense of security 

as users in western countries.    

3.3 The most frequently 

used passwords 
Table 1 lists the top 20 

Company A passwords and their 

corresponding percentages. 

Eighteen of them are numbers only; 

one is letters only, and one is 

alphanumeric. The results differ 

from previous studies, whose 

investigations focused mainly on 

western users [3][8][11]. For 

example, most of MySpace’s top 

20 passwords are letter only or 

alphanumeric, except for ―123456‖ 

[11]. 

In addition, cultural factors play an important role on these 

passwords. For example, 6 and 8 are regarded as lucky numbers in 

China. Mandarin pronunciations of the following numbers—

5201314 (I love you forever), 1314520 (Forever I love you), 

7758520 (Please kiss me as I love you)—are similar to 

pronunciations of the terms in the parentheses. Pingyin is another 

culture-relevant factor in the password constitutions. For example, 

woaini (I love you), Jia (Home), Hao (Good), Xiao (Small) are 

common strings in passwords. (Popular password strings in 

western countries, such as password, baby, ball, and tiger, are all 

below 0.05% in overall frequency.) Finally, keyboard 

combinations are popular in both China and western countries. As 

such, ―asd‖ and ―qwe‖ were identified in about 0.3% of Company 

A passwords.  

4. Advanced Comparisons 

4.1 Cultural Influence on password 

constitutions 
Advanced comparisons reported here utilized Company A 

passwords to represent Chinese Internet user password patterns. 

Figure 3 compares number and character distributions in the 

Company A password dataset and the data in Burnett and 

Kleiman’s investigation [2], the latter containing password 

information mainly from western users.  

Figure 3 shows that the most frequently used numbers in 

Company A’s passwords are 1, 2, and 0, which represent more 

than 40% of overall 

number frequencies. A 

similar phenomenon was 

also found in western 

users [2]. Four is the least 

frequently used number 

in Company A’s 

password constitutions, 

because it is an unlucky 

number (the 

pronunciation is similar to 

―death‖) in China. On the 

other hand, 8 is the fourth 

most frequent number in 

Table 1 Top 20 Frequent Passwords in Company A 

Ranking PWD Percentage Ranking PWD Percentage 

1 123456 3.911 % 11 888888 0.158 % 

2 111111 0.978 % 12 1234567 0.139 % 

3 000000 0.614 % 13 654321 0.131 % 

4 123456789 0.579 % 14 121212 0.116 % 

5 123123 0.343 % 15 789456 0.097 % 

6 123321 0.199 % 16 woaini 0.097 % 

7 5201314 0.186 % 17 111222 0.095 % 

8 12345678 0.185 % 18 112233 0.089 % 

9 666666 0.171 % 19 1314520 0.085 % 

10 111222BBS_name 0.163 % 20 7758521 0.083 % 

 

 

Figure 3 Number and Letter distributions in Chinese and Western Passwords 



Company A’s password constitutions, because the pronunciation 

is similar to ―making fortune.‖ However, 8 is the much less 

frequently used number in Burnett and Kleiman’s data for western 

users’ passwords [2]. 

The most frequent letters in Chinese users’ passwords are a, 

i, and n, and the least frequent letter is v. The results are the same 

as the Pinyin letter distributions in Zhang & Guan’s study [15]. On 

the other hand, the most frequently used letters in western users’ 

passwords are e, a, and r, and the least frequent letter is q [2].  

Because the distribution of password constitution preferences 

are different between Chinese and western users, the authors 

assume that the Chinese passwords might be similar to the Pinyin 

context rather than to the English context. Table 4 further 

compares character distributions of English texts [6], western 

users’ passwords [2], Pinyin texts [15], and Chinese passwords. 

The results show that 9 out of the top 10 most frequently used 

letters in Table 4 are also in the top 10 most frequently used letters 

of Pinyin. Conversely, only 6 of the top 10 most frequent letters in 

Table 2 are also in the top 10 for English texts [6]. This indicates 

that Chinese users’ passwords are more similar to Pinyin rules 

than English. 

An additional method, Cosine Similarity, was applied to 

calculate similarity values of two groups (Company A’s 

passwords–Pinyin and Company A’s passwords–English) [9]. 

Results showed Company A’s passwords are more similar to 

Pinyin (0.918) than to English (0.841), while the similarity value 

between western passwords and English is 0.961. 

4.2 String Similarity Analysis 
The popularity of Internet-based service demands that users 

remember more and more login information. To adapt to this 

challenge, online service users are utilizing various strategies to 

memorize passwords. As revealed above, Chinese users tend to 

use meaningful numbers or Pinyin in passwords. This section 

calculates string similarity between passwords and ID or Email 

account to investigates what percentage of users adopt ID or Email 

account (the string before @) into their passwords. The formula 

below calculates how many characters are in common between 

password and ID or Email account. ―Sim=1‖ means 100% of the 

password characters are from the ID or Email account and 

―Sim=0‖ means password characters and ID or Email characters 

are totally different; ―Sim=0.5‖ means half of the password 

characters are from the ID or Email account. The authors also 

compared the average similarity between passwords and user IDs 

(Avg(Sim(PWD,ID)), the average similarity between passwords 

and email accounts (Avg(Sim(PWD,’’,Email)), and the combined 

average similarity between passwords and user IDs or email 

accounts, Avg(Sim(PWD,ID,Email). 

Table 3 shows the results from string similarity analysis. Over 

70% of users’ similarity values are lower or equal to 0.2. That 

indicates most users do not include ID or Email account 

information in the password. However, about 5% of passwords 

are exactly the same as all or a part of their IDs or Email 

addresses, while more of them include Email address information 

than ID in their passwords.  

4.3 Password Reuse Analysis 
Password reuse is referred to in two situations: (1) where the 

same passwords are used by multiple users for the same online 

service (Type 1); and (2) where individual users used the same 

passwords for multiple websites (Type 2). The most frequently 

used passwords represent the situation of Type 1. For example, 

there are about 1 million (4%) Company A users using ―123456‖ 

as their password. Furthermore, the top 20 frequently used 

passwords were used by 8.42% of Company A users and the top 

100 were used by 11.38% of users. Finally, the top 10% passwords 

were used by 41.11% of users. 

Type 2 Password reuse can be further divided into two 

modes. Mode 1 reuse represents users who use the same 

passwords on multiple websites. Mode 2 reuse represents users 

who adopt one ―Seed Password‖ then derive generic passwords 

for different websites. For example, a user adopts ―123456‖ as the 

―Seed Password‖ then defines ―123456A‖, ―123456B‖, and 

―123456C‖ for Company A, Company B, and Company C.  

In order to measure the extent of Type 2 password reuse, the 

authors assumed that the same email addresses existing in 

multiple datasets were owned by the same users. The analysis 

revealed that there were 4,718,269 email addresses registered to 

two or more companies in the collected datasets. The standard 

LCS algorithm was adopted here to calculate password similarity 

from the same users on multiple websites.  

In the formula, ―Sim=1‖ indicates that users use the same 

passwords on multiple websites (mode 1 reuse) and ―Sim=0‖ 

indicates that the passwords used in different websites are totally 

different. When Sim=0.75, for example, an 8-digit password 

Table 2 Character frequency distributions of English plain texts, western passwords, Pinyin texts, and Chinese 

Passwords
1
 

Letter A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

English text 8.17  1.49  2.78  4.25  12.70  2.23  2.02  6.09  6.97  0.15  0.77  4.03  2.41  6.75  7.51  1.93  0.10  5.99  6.33  9.06  2.76  0.98  2.36  0.15  1.97  0.07  

Western_PWD 9.34  3.11  3.79  3.69  9.52  1.71  2.75  3.05  6.23  1.16  2.38  5.07  3.66  6.04  6.84  2.75  0.37  6.90  6.41  5.25  2.99  1.22  1.65  0.89  2.38  0.85  

Pinyin text 10.66  1.41  1.69  3.00  6.18  0.93  6.01  6.73  14.11  2.31  0.78  1.67  1.39  11.72  6.49  0.85  1.31  0.56  2.58  1.54  9.57  0.10  1.02  1.96  2.78  2.64  

Chinese_PWD 9.73  2.38  3.21  2.81  5.24  2.13  4.76  4.95  8.05  2.94  1.61  4.73  2.59  8.00  4.65  1.48  2.47  1.94  3.93  2.43  3.98  0.98  3.87  3.24  4.63  3.25  

 

Table 3 Results of String Similarity Analysis 

Item Percentage Item Percentage 

Sim=1 4.9% Avg(Sim(PWD,ID,’’)) 12.0% 

Sim>=0.8 5.5% Avg(Sim(PWD,’’,Email)) 16.5% 

Sim>=0.5 12.3% Avg(Sim(PWD,ID,Email) 20.6% 

Sim<=0.2 70.9%   

Sim=0 0.269   

 



contains only a 2-digit difference. Therefore, the authors defined 

―1>Sim>= 0.75‖ as the mode 2 reuse. Table 4 lists percentages of 

users who registered any on two websites with Type 2 password 

reuse. Results showed that general users tended to follow the 

mode 1 reuse approach and IT professionals tended to use the 

mode 2 reuse method. In addition, Table 4 may also reflect 

password importance rating across the four online services. The 

website containing more important personal information should 

show the lower password reuse rate. The importance rating from 

high to low is: Company B (IT) > Company D (SN) > Company A 

(BBS) > Company C (GAME).    

Further analyses were conducted to compare users who use 

the same passwords with two or more companies. For users who 

registered two or more companies, 79.1% of them use the same 

passwords for two companies. For uses who registered three 

companies, 41.3% of them use the same passwords for all three 

companies. For users who registered four companies, 33.9% of 

them use the same passwords for all four companies. The results 

indicate a high percentage of password reuse in China.      

5. Lessons Learned  
Because this study utilized such a massive stockpile of actual 

user information, crossing a variety of companies and services, we 

can assert with confidence that general users in China have a 

weaker sense of security than those in western countries. The 

constitutions of passwords in the studied Chinese websites were 

different from other countries because of the culture influence. 

Password reuse is very common in China. General users tend to 

reuse the same passwords on multiple websites, and IT 

professionals tend to engage in Type 2 reuse.  

Many information security studies have concentrated on 

algorithms, methods, and standards that support three basic 

functions of security: confidentiality, integrity, and availability [4]. 

Due to the rapid growth of Internet users and e-commerce markets 

in China, many online service providers may not pay enough 

attention to security issues, but focus instead on market 

expansion. Employees in these companies, particularly those in 

the security service division, may not be well trained in 

information security, resulting in carelessness when handling 

security issues. To cope with the password security threats, three 

immediate actions should be taken by Chinese online service 

providers: encrypt users’ passwords [14] (this should have been 

done already), cultivate effective employee security behaviors and 

policies [12], and enact stricter password protection policies for 

their users. 

Unveiling the nature of password constitutions in China is a 

double-edged sword—it alerts the public with critical information, 

but its publication could expose the vulnerability of password-

protected online services to hackers. Nevertheless, the previously 

less-informed public gains more than the hackers, as the latter is 

already more knowledgeable as to the weaknesses of the existing 

password security system, and thus has the first-mover advantage. 

In this epistemic game, a Chinese saying, ―While the devil climbs 

a post, the priest climbs ten,‖ can be inversely applied, depending 

on which actions the involved Chinese stakeholders will take. 
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